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Design of a Tamper-Resistant Mechanism for Blockchain-Based Fuel Transaction

Records

Du Jian, Suo Yi (Inner Mongolia Autonomous Region Product Quality Inspection Institute, Hohhot Inner
Mongolia 010010, China)

Abstract: To enhance the reliability and traceability of fuel transaction records, a tamper-proof mechanism is con-
structed using a chained evidence structure, an improved consensus process, and smart contract constraint logic. Utilizing
a consortium blockchain architecture incorporating a node from the Inner Mongolia Autonomous Region Product Quality
Inspection Institute as the verification environment, this study explores transaction data on-chain models, node synchro-
nization strategies, and multi-level verification processes. This mechanism rapidly identifies anomalous locations during
multi-scenario tampering tests, maintains long-term consistency of record structures, and establishes an engineering meth-

odology for data governance in fueling operations.
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